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Abstract: Ethical Engineering (EtEn) is an emerging discipline that represents a paradigm
shift from traditional Engineering Ethics (EnEt). Rather than focusing primarily on edu-
cating individual practitioners, EtEn aims to systematically embed ethical principles into
the very fabric of technological systems and governance processes. This paper examines this
fundamental transition from EnEt, which focuses on educating practitioners about norma-
tive principles, to EtEn, which treats ethics as a systematic engineering problem, focusing on
translation of principles into executable governance tools. The study highlights AI’s dual role
as both the primary domain requiring governance and a pivotal enabler for it, examining its
potential to enhance ethical governance through improved algorithmic auditability, support
for complex ethical decision-making, and cross-domain collaborative governance, while also
addressing challenges like value alignment, bias mitigation, and technological reductionism.
It identifies eight key issues that constitute the core research agenda for EtEn and argues
that its development must be understood as an experimental, iterative process. This para-
digm shift not only expands practical pathways for implementing EnEt but also offers novel
methodological support for the ethical governance of emerging technology in the age of Al
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1. INTRODUCTION

Technological innovation in artificial intelligence (AI), biotechnology, nan-
otechnology, and neurotechnology is advancing rapidly, bringing unprece-
dented opportunities and formidable societal challenges. These technologies
are complex, uncertain, and transformative, often stretching traditional
ethical and governance mechanisms to their limits. Existing oversight models
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tend to be reactive and slow, struggling to anticipate, evaluate, and mitigate
ethical risks in a timely manner.

For decades, the primary response has been engineering ethics (EnEt),
which emphasizes educating engineers and technologists in ethical principles
(Harris Jr. et al., 2013; Martin & Schinzinger, 2010). This approach relies on
professional codes of conduct, case studies, and individual moral reasoning.
While important, it operates mainly at the individual or organizational
level, depending heavily on human judgment and self-regulation, which can
be subjective, variable, and difficult to scale across global and distributed
technology ecosystems. It often functions as an external constraint rather
than an integrated component of the engineering process.

Currently, a new paradigm is emerging: Ethical Engineering (EtEn).
While several books use the term “Ethical Engineering” (Hersh, ed., 2015;
Schlossberger, 2023), they primarily operate within the established paradigm
of EnEt, focusing on helping engineers understand and address ethical issues.
In contrast, this paper articulates and defends a distinct conception of
EtEn as a novel engineering science (Wang, 2023). Its core thesis is that
EtEn represents a paradigm shift from advising individual engineers to
systematically building ethics into engineering systems and processes, with
Al serving as a key enabler for making responsible engineering achievable
at scale. This direction is reflected in research exploring how to embed
ethical considerations into autonomous systems (Wallach & Allen, 2009),
develop tools for ethical risk reflection (Urquhart & Craigon, 2021), and
extend value sensitive design (Friedman & Hendry, 2019; Friedman et al.,
2013) across the Al lifecycle (Umbrello & van de Poel, 2021). While EnEt
asks, “How can engineers behave ethically?”’, EtEn asks, “How can we design
systems, processes, and tools that actively enable ethical outcomes?” This
reframing shifts the goal from using moral philosophy to constrain practice to
systematically embedding ethical reasoning into the fabric of technological
systems and governance structures.

At the heart of this emerging paradigm lies Al— a domain fraught with
ethical questions yet also a potent source of solutions to complex gover-
nance problems. While many scholars and practitioners focus on the ethical
governance of Al development, a compelling strand of research emphasizes
AT’s capacity to function as an instrument of governance. This is reflected in
diverse applications such as managing dual-use technologies (Ulnicane et al.,
2023), countering cyber threats (Camacho, 2024), improving regulatory
adherence (Jain et al., 2024; Padmanaban, 2024), and combating corrupt
practices (Adobor & Yawson, 2023). A growing consensus suggests that Al
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can provide an integrative framework for navigating the intricate challenges
at the intersection of technological innovation and societal evolution.
This paper aims to systematically develop the conceptual foundations of
Ethical Engineering as a distinct paradigm. First, it outlines the conceptual
transition from EnEt to EtEn, including a clarification of EtEn’s unique
position relative to value sensitive design (VSD) and the moralizing technol-
ogy (MT) approach (Verbeek, 2006; 2011). Second, it examines AI’s dual
role in EtEn— as both its primary testbed and most powerful accelerator —
and analyzes the strategy of “using Al to govern AIL” Third, it identifies
eight key challenges that define the research agenda for EtEn. Finally, it
concludes by emphasizing the need for a reflexive, experimentalist approach
to developing EtEn as a socio-technical governance system, one that requires
interdisciplinary collaboration and cross-cultural sensitivity.

2. FROM ENGINEERING ETHICS TO ETHICAL ENGINEERING:
A PARADIGM SHIFT

The field of technology ethics is undergoing a significant evolution, marked
by a transition from the established framework of EnEt to the emerging
paradigm of EtEn. This shift, facilitated by intermediary approaches like
VSD and the theory of MT, represents a move from principle-based guidance
toward system-based implementation.

2.1. CHARACTERISTICS OF ENGINEERING ETHICS

EnEt has long been an established field dedicated to addressing the moral
obligations and dilemmas that engineers encounter in their practices. At
its core, it is built upon several key tenets. Normative principles form
the foundation of EnEt. Organizations such as the National Society of
Professional Engineers (NSPE) and the Institute of Electrical and Electronics
Engineers (IEEE) have developed codes of ethics that emphasize public
health, safety, and welfare. Philosophical frameworks like utilitarianism
and deontology also play a crucial role in guiding ethical reasoning and
decision-making. While utilitarianism focuses on maximizing overall well-
being, deontology emphasizes adherence to moral rules. More recently,
the importance of virtue ethics is gaining increasing recognition in the field
of engineering ethics.

Education and individual agency are also central to EnEt. It places strong
emphasis on teaching students and professionals how to recognize ethical is-
sues, analyze complex dilemmas, and make morally sound decisions. Through
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courses and training programs, engineers are equipped with the necessary
skills to cope with the ethical challenges they may face in their careers.

Another characteristic of traditional EnEt is its case-based and reactive
nature. Historical cases, such as the Challenger disaster, are often used as
teaching tools (Elliot et al., 1993). These cases provide valuable lessons
about the consequences of unethical practices. However, this approach is
retrospective, as it primarily analyzes past events in order to prevent similar
mistakes in the future.

EnEt also functions as an advisory and constraining framework. It sets out
a set of rules and guidelines that engineers must follow to ensure that their
work remains within socially acceptable boundaries. It acts as an external
force that guides engineering practice, but it does not necessarily provide
a comprehensive solution to all modern engineering challenges.

Despite its importance, the traditional paradigm of EnEt faces several
modern challenges. One of the main issues is limited scalability. As tech-
nology develops at an ever-increasing pace, it becomes difficult to apply
a one-size-fits-all set of ethical principles to a wide range of engineering
projects. Weak enforcement is another problem. There is often a lack of
strict mechanisms to ensure that engineers adhere to ethical guidelines.
Moreover, the fast-paced nature of agile software and technology devel-
opment is not well-matched with the relatively slow and static nature of
traditional EnEt.

2.2. CHARACTERISTICS OF ETHICAL ENGINEERING

In contrast, EtEn is an emerging paradigm that builds on EnEt but
differs from it in fundamental ways. It constitutes a distinct engineering
discipline focused on designing systems that inherently facilitate ethical
outcomes. EtEn is proactive and procedural. It seeks to integrate ethics into
every stage of the development lifecycle, from research and development to
deployment and decommissioning. By incorporating tools, processes, and
checkpoints at each stage, it ensures that ethical considerations are not
an afterthought but an integral part of the engineering process.

This new paradigm is also system-oriented. It considers the entire socio-
technical system, including the interactions among humans, technology, and
institutions. Instead of focusing solely on the actions of individual engineers,
it looks at how the entire system functions and how ethical issues can arise
from these complex interactions.

As is well known, a core challenge in EtEn is the technical translation
of values. Abstract ethical principles such as fairness, transparency, and
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accountability need to be translated into concrete, measurable technical
requirements (Wang, 2020). For example, ensuring fairness in an algorithm
may require developing specific metrics and techniques to detect and correct
biases. EtEn is enabling and empowering. Rather than merely constraining
the behavior of engineers, it provides tools and resources that empower
developers and governance bodies. Bias detection systems can help identify
and mitigate biases in algorithms, while ethical checklists can guide engineers
through the ethical decision-making process. These tools allow engineers
to build more trustworthy products and services.

IBM has provided a specific example of EtEn. AT Fairness 360, an open-
source toolkit developed by IBM, provides a standardized “toolbox” contain-
ing dozens of algorithmic fairness metrics (such as demographic parity and
equalized odds) and bias mitigation algorithms (such as reweighting and
adversarial debiasing). Engineers can seamlessly integrate AIF360 into their
machine learning workflows by simply importing it like any other library.
They can then use different metrics to calculate their model’s fairness scores
across various demographic groups (such as different genders or races), and
experiment with different debiasing algorithms to determine which method
most effectively enhances fairness while maintaining model accuracy.

This shift from EnEt to EtEn can be compared to the introduction
of quality assurance (QA) in manufacturing (Feigenbaum, 2012). Just as
QA introduced systematic processes to ensure that quality was built into
products, EtEn aims to systematically integrate ethics into engineering
system. It represents a new way of thinking about engineering, one that
is more proactive, comprehensive, and better suited to the challenges of
the twenty-first century.

2.3. COMPARISON BETWEEN ENGINEERING ETHICS
AND ETHICAL ENGINEERING

The evolution from EnEt to EtEn signifies a shift from principle-based
guidance for individuals to the systematic, engineering-based implementation
within systems (Table 1). This transformation turns ethical considerations
from an external constraint into an intrinsic element of technological design
and development. This transition represents a necessary paradigm shift
for addressing the limitations of traditional EnEt in the face of modern
engineering’s complexity and pace. EtEn offers a more holistic and proactive
solution, enabling engineers to build technologies that are not only innovative
but also ethical and trustworthy. As such, it defines a new frontier for
the engineering sciences.
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ASPECT

ENGINEERING ETHICS

ETHICAL ENGINEERING

Core Focus

Methodology

Primary Goal

Temporal
Orientation

Core Challenge

Mechanism
of Action

Level of Concern

Moral obligations and decision-
making of individual engineers

Principle-oriented: Based on nor-
mative ethical principles (e.g.,
utilitarianism, deontology) and
professional codes of conduct.

Education and practice con-
straints: Cultivate engineers’
moral reasoning abilities and
constrain their behavior within
socially acceptable boundaries.

Post-hoc reflection and reactive:
Primarily involves teaching and
reflection through the analysis of
historical cases.

Addressing ethical dilemmas
faced by individuals, empha-
sizing personal professional
responsibility.

Acts as an external constraint:
Functions as rules and guide-
lines that constrain engineering
practice.

Individual level: Focuses on the
agency and responsibility of the
engineer.

Building technological systems
and processes that facilitate
ethical outcomes

System-oriented: Treats ethics
as an engineering problem, im-
plemented through designed
processes, tools, and system
specifications.

Systematic implementation and
empowerment: “Hardwire” ethics
into the entire development life-
cycle, providing developers with
tools and methods to achieve
ethical goals.

Proactive and forward-looking:
Integrate ethical considera-
tions from the initial R&D
phase through deployment and
decommissioning.

The “translation problem™
Converting abstract ethi-

cal principles (e. g., fairness,
transparency) into concrete,
measurable, and implementable
technical requirements and
system specifications.

Acts as an internal enabler: Cre-
ates tools and processes (e. g.,
ethics checklists, bias detection
tools) to actively empower
developers and governance
bodies.

System level: Concerns the
entire socio-technical system
of interactions between people,
technology, and institutions.

Table 1. Engineering Ethics vs. Ethical Engineering
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2.4. VALUE SENSITIVE DESIGN AND MORALIZING TECHNOLOGY
AS BRIDGING CONCEPTS

The transition from EnEt to EtEn is logically and methodologically
facilitated by two key frameworks: MT and VSD. They serve as indispensable
conceptual and methodological bridges, respectively.

EnEt, while essential, often operates reactively, focusing on educating
individual engineers to reason about dilemmas using normative principles
and historical cases. However, it struggles to provide scalable, procedural
methodologies for integrating ethics into modern technological development,
which is increasingly fast-paced and complex. This gap is precisely where
VSD and MT intervene, paving the way for EtEn.

Logically speaking, the theory of MT provides the essential philosophical
bridge. It challenges the view of technology as a neutral tool by arguing
that artifacts actively shape moral decisions and behaviors, suggesting they
can even exhibit a form of “moral agency.” This perspective fundamen-
tally expands the scope of ethical concern from the individual engineer to
the technology itself and its socio-technical context. It provides the fun-
damental “why” for EtEn: because technology shapes morality, we must
consciously design that influence.

Concurrently, VSD provides the crucial methodological bridge. It moves
beyond abstract deliberation by offering a structured, tripartite method-
ology (conceptual, empirical, and technical investigations) for proactively
identifying and embedding human values into technical design. This process-
oriented framework is a direct precursor to EtEn, which seeks to systematize
and operationalize such processes across the entire development lifecycle.
VSD translates values such as privacy and fairness into tangible design
requirements, directly addressing the “translation problem” that lies at
the center of EtEn.

Thus, we can conceptualize their relationship as a continuum from philo-
sophical foundation to technical execution: MT (Philosophical Layer) —
Value Sensitive Design (Methodological Layer) — EtEn (Engineering &
Implementation Layer) (Table 2). MT justifies the need for EtEn; VSD
provides a key methodological process for it; and EtEn is the engineering
discipline that systematizes, executes and governs the integration of their
insights. For example, VSD, through stakeholder analysis, can determine
what “fairness” should mean in a specific context, and EtEn is responsible
for technically implementing this defined “fairness” through algorithms and
system architectures.
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DIMENSION MORALIZING VALUE SENSITIVE ETHICAL
TECHNOLOGY DESIGN ENGINEERING
Theoretical ~ Philosophical Founda-  Design Methodology Engineering discipline
Level tion & Technical Implemen-

Core Focus

Central
Question

Theoretical
Aim

Under-
standing
of “Ethics”

Primary
Methods

Focus on
Agency

Revealing the moral
relationship between
technology and hu-
mans, explaining how
technological artifacts
mediate and shape hu-
man moral perception,
decision-making, and
behavior.

Do technological arti-
facts themselves have
moral significance?
How do they actively
influence morality?

Descriptive & Ex-
planatory: Describing
and explaining the
phenomena and mecha-
nisms of technological
mediation effects.

Ethics is a relational
product emerging from
human-technology
interaction. Morality
is “materialized” in
the materiality of
technology.

Philosophical specu-
lation, case studies
(e.g., speed bumps,
ultrasound machines).

Emphasizes the “moral
agency” of technology
itself (non-human
intentional influence
achieved through
function).

Providing a system-
atic design process to
proactively incorporate
human values into
technology design and
development.

How should we system-
atically consider and
embed human values
in design?

Prescriptive: Providing
a guiding framework
and tools for “what
should be done.”

Ethics refers to human-
centric values that
need to be identi-

fied and coordinated
(e.g., privacy, fairness,
well-being).

Tripartite iterative
investigations (con-
ceptual, empirical,
technical); stakeholder
analysis.

Emphasizes the agency
of humans (designers,
stakeholders), who
actively make value
choices and embed-
dings.

tation

Establishing a sys-
tematic engineering
discipline for translat-
ing ethical principles
into concrete, com-
putable rules and
algorithms embed-
ded in technological
systems and processes.

How should we sys-
tematically build
and govern technical
systems to ensure
they produce ethical
outcomes?

Constructive & sys-
tematic: Providing the
principles, tools, and
standards for “how to
systematically build
and govern” ethical
technology.

Ethics is a system
property achievable
through engineering
practices, involving
formalizable, opera-
tionalizable rules and
constraints.

Formal methods,
algorithm design, verifi-
cation and validation,
safety engineering,
standard setting.

Emphasizes the agency
of the engineering
system and process to
reliably achieve ethical
outcomes.

continued on next page
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DIMENSION MORALIZING VALUE SENSITIVE ETHICAL
TECHNOLOGY DEsiGN ENGINEERING
Temporal Reflective & Prospec- Proactive: Primarily Proactive & Concomi-
Orientation  tive: Analyzes existing  applied at the begin- tant: Implemented
technologies, and its ning and throughout during the design
insights also guide the technology design phase and continu-
future design. process. ously executed during
system operation.
Typical Explaining how so- Designing privacy- Designing the full stack
Applications  cial media mediates respecting web browser  of governance for an

interpersonal rela-
tionships; explaining
how autonomous vehi-
cles alter concepts of
responsibility.

cookie notices; design-
ing urban planning
software that supports
democratic delibera-
tion.

AT system, from ethical
checklists and bias de-
tection in development
to real monitoring

and audit trails in
deployment.

Table 2. Comparison between Value Sensitive Design, Moralizing Technology,
and Ethical Engineering

In summary, MT and VSD are not superseded by EtEn but are foun-
dational to it. A robust approach to the ethical governance of technology
requires their integration: beginning with the perspective of MT to recog-
nize the moral influence of technology; proceeding to the methodology of
VSD to organize and guide the design process; and culminating in the sys-
tematic engineering discipline of EtEn to achieve the defined ethical goals
reliably and at scale.

3. ARTIFICIAL INTELLIGENCE: THE “ACCELERATOR”
AND “PROVING GROUND” OF ETHICAL ENGINEERING

AT, particularly Machine Learning (ML) and Deep Learning (DL), pos-
sesses unique technical characteristics that make it not only the most critical
application domain for EtEn but also a core catalyst and enabling tool
that drives the maturation of its methodologies and sharpens the precision
of its theories.

3.1. ARTIFICIAL INTELLIGENCE AS THE “ACCELERATOR”
OF ETHICAL ENGINEERING

As an enabling tool, Al technology can significantly enhance the effective-
ness, precision, and scale of the EtEn toolbox, propelling it from manual,
qualitative analysis into a new stage of automation, quantification, and



56 [STUDIES| DAZHOU WANG [2025

systematization. Al-driven static and dynamic analysis tools can automat-
ically scan codebases and training datasets to identify potential patterns
of bias, security vulnerabilities, or privacy-leakage risks, thereby overcom-
ing the limitations of traditional manual code reviews when dealing with
complex systems comprising millions of lines of code. For instance, tools
can automatically detect representational biases in datasets or evaluate
a model’s performance disparities across different demographic subgroups,
providing engineers with quantified fairness reports.

Furthermore, EtEn emphasizes the prospective assessment of technological
consequences. Al-Enhanced Agent-Based Simulation can construct highly
complex virtual social environments to deploy and test algorithms or systems,
observing the emergent behaviors and long-term ripple effects generated
through interactions with vast numbers of simulated users. This allows
engineers to ‘“rehearse” potential unintended ethical consequences of a system,
such as the formation of information cocoons, market manipulation, or
the exacerbation of social discrimination, at a lower cost before real-world
deployment.

Realizing “value alignment” also presents a major challenge: how to extract
actionable design inputs from diverse and sometimes conflicting human pref-
erences (Gabriel, 2020). AI techniques, particularly Inverse Reinforcement
Learning and advanced interview analysis, can help systematically learn
and infer underlying value preferences from human behavior, decisions, or
feedback, formalizing them into reward functions or constraints, thereby
offering a data-driven engineering path for value alignment. Explainable
AT (XAI) is not merely a goal for enhancing model transparency; it is itself
a crucial tool for implementing EtEn (Adadi & Berrada, 2018; Dwivedi
et al., 2023). Only when a system’s decision-making process can be explained
and traced can engineers and auditors effectively diagnose it for unfairness,
discrimination, or logical errors. For instance, SHAP (SHapley Additive
exPlanations) is a leading technique in XAI that explains the output of
any machine learning model by quantifying the contribution of each input
feature to a single prediction. As a proto-ethical-engineering tool, SHAP
has the potential to operationalize the ethical principle of transparency, pro-
vide the foundational capability for auditability, and ultimately transforms
an opaque “black box” model into a system that can be interrogated and
understood. Thus, developing and integrating X AT tools is a core part of
building trustworthy, auditable Al systems and an indispensable component
of EtEn methodology.
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Additionally, ethical norms and social standards are constantly evolving.
AT systems can be used for the continuous monitoring of deployed products,
analyzing user feedback, public discourse, and operational data in real-time
to automatically detect whether their behavior is beginning to deviate
from established ethical guidelines or newly enacted laws and regulations,
enabling dynamic compliance management and early warning.

3.2. ARTIFICIAL INTELLIGENCE AS THE “PROVING GROUND”
OF ETHICAL ENGINEERING

As the core object, the complexity, uncertainty, and autonomy of Al tech-
nology pose unprecedented challenges for EtEn, which in turn powerfully
drives the discipline’s deepening and maturation. It forces the mathema-
tization and operationalization of ethical principles.

Traditional EnEt often deals with principled but vague concepts. However,
confronted with AT algorithms, we must provide mathematical definitions for
concepts like “fairness™ Is it equality of opportunity or equality of predictive
outcomes? This pressing engineering necessity forces philosophers, legal
scholars, and social scientists to collaborate with engineers in translating
abstract ethical concepts into computable, optimizable, and trade-off-able
engineering metrics. Without the challenge posed by Al the refined discus-
sions of “fairness” and “accountability” within EtEn would not have reached
their current depth.

AT also highlights the importance of systematic ethics. Al systems are
typically not isolated models but components embedded within vast socio-
technical systems. Their ethical impact is often not determined by a single
algorithm, but is an emergent property arising from the interaction of
multiple stages: data collection, feature engineering, model training, de-
ployment environment, and user interaction. This forces EtEn to develop
a system-level perspective and methodology, requiring ethical assessment
and governance across the entire system lifecycle rather than focusing solely
on the “materialization” during the design phase.

Moreover, application of AT has spawned an urgent global need for Al
governance, directly promoting progress in EtEn regarding standard de-
velopment, certification processes, and the creation of audit tool. Al acts
as a “stress test,” examining and accelerating EtEn’s evolution from cor-
porate self-regulation toward industry regulation and societal governance.
As a good example, IEEE has launched the renowned IEEE 7000™ series
of standards, particularly “IEEE 7000—2021: Standard Model Process for
Addressing Ethical Concerns during Systems Design.” It provides a concrete
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methodology for directly integrating ethical considerations into systems
engineering processes, requiring the identification and managment of ethical
risks early in the design phase.

AT and EtEn are in a profound symbiotic relationship. On one hand, Al is
the most severe challenge and the most important “proving ground” for EtEn.
With its extreme complexity and social impact, it exposes the shortcomings
of traditional ethical thinking and urgently demands a rigorous engineering
solution, thereby powerfully driving the emergence and development of
EtEn. On the other hand, AT technology is also the most powerful “enabler”
for EtEn. It provides powerful tools such as automated analysis, large-scale
simulation, and preference learning, making the systematic implementation
of ethical design, assessment, and monitoring possible and thereby promoting
the implementation and evolution of EtEn methodologies.

Therefore, Al is both the primary object of governance and the core
means for achieving the governance objectives. Such dual nature makes the
field of AI the most active, cutting-edge, and methodology-intensive area for
EtEn thought and practice. Advancing Al ethics is, in essence, the practice
of building and developing EtEn itself. The two complement each other,
working together toward the core goal of ensuring that those increasingly
autonomous, powerful, and ubiquitous technologies can robustly, reliably,
and responsibly serve human well-being.

3.3. ENHANCING ETHICAL ENGINEERING BY USING AI TO GOVERN AI

The accelerating sophistication and integration of Al across social and
economic systems has ushered in an era of unprecedented potential, yet
it also introduces profound ethical and governance challenges. Traditional
oversight mechanisms, often reliant on slow and subjective human review,
are increasingly inadequate for regulating autonomous, large-scale, and
rapidly evolving Al systems. In response, a promising yet complex paradigm
is drawing attention: the idea of using Al itself to govern AI. This approach
represents a fundamental shift within EtEn, moving away from external,
intermittent checks toward embedded, continuous, and automated oversight.
By leveraging AI’s capabilities to monitor, evaluate, and even correct other
Al systems, we introduce a layer of reflexivity, a capacity for self-awareness
and adaptation, that is essential for managing the ethical risks of advanced
technologies (Gou et al., 2023; Madaan et al., 2023; Collin et al., 2023).

The appeal of Al-driven governance lies in its ability to operate at
the speed and scale of the systems it monitors. Unlike human committees,
Al supervisors can analyze millions of decisions in real time, detect subtle
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patterns of bias or malfunction, and respond instantaneously to deviations.
This enables a shift from post-hoc auditing to proactive ethical assurance.
Core to this approach are several technical pathways that embody this
reflexivity. One is Ethics-by-Design, which involves formalizing ethical prin-
ciples into computational metrics, such as fairness definitions or privacy
constraints, that can be built directly into Al architectures. Another is real-
time monitoring through multi-agent systems, where guardian Al agents
observe the behavior of primary models, flagging anomalies such as discrimi-
natory outputs or performance decay. Furthermore, these systems can enable
dynamic self-correction, allowing Al to adjust its own operations in response
to ethical breaches. Simulation tools add another dimension, permitting
the forecasting of long-term societal impacts before deployment, while
blockchain-based audit trails create immutable records for accountability.

However, using Al to govern Al is not a straightforward solution. It
introduces a series of deep and potentially recursive ethical and technical
complications. The most fundamental is the meta-ethical dilemma: Who
decides which values embedded in the governance AI? Ethical norms vary
across cultures and jurisdictions, and encoding a single universal standard
risks cultural imposition or ethical simplification, a challenge that echoes
the value operationalization difficulties highlighted in the previous section.
Moreover, Al systems today lack the nuanced understanding required to
interpret context-rich moral dilemmas; their strength lies in quantifying
metrics, not in interpreting philosophical nuance. This technical limita-
tion becomes especially salient in edge cases, where rigid rules may fail.
Additionally, governance systems are themselves vulnerable to adversarial
attacks because malicious actors may manipulate supervision mechanisms,
bypass safeguards, or poison the training data of the guardian AI. Beyond
these risks, there are practical barriers related to standardization and cost.
Without interoperable frameworks and shared standards, Al governance
may remain fragmented across regions and industries. Meanwhile, the high
expense of developing advanced oversight tools could exclude smaller entities,
widening the gap between ethical haves and have-nots.

Looking ahead, the future of reflexive AI governance will depend on
coordinated efforts across multiple domains. Critical to this effort is the de-
velopment of open-source tools and benchmarks that make ethical oversight
more accessible and reproducible. Equally important is sustained interdisci-
plinary collaboration through which ethicists, social scientists, engineers,
and policymakers must work together to ensure that governance systems are
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both technically robust and socially legitimate. An incremental implemen-
tation pathway is advisable, one that retains meaningful human oversight,
particularly for high-stakes decisions, while gradually introducing greater
automation as the technology proves reliable. Finally, international coor-
dination will be essential to avoid regulatory fragmentation and to foster
alignment on core ethical principles, even as technical approaches may vary.

4. KEY ISSUES THAT ETHICAL ENGINEERING MUST FOCUS ON

The preceding discussion of using Al to govern Al underscores a funda-
mental characteristic of EtEn: its inherently experimental nature. The idea
that EtEn could provide definitive, universal solutions is a misconception.
It is better understood as a continuous process of experimentation between
technology and ethics (Wang, 2018; Van de Poel, 2020). Through iterative
learning and adaptation, this process gradually aligns technological develop-
ment with ethical principles and human well-being. However, as an emerging
field, its path of development is far from smooth; a series of profound and
complex core issues urgently require exploration and resolution. The extent
to which these problems are solved will directly determine whether EtEn can
transition from a theoretical concept to a mature practice, truly fulfilling
its mission of shaping responsible technology. These challenges constitute
the core research agenda for EtEn as a discipline.

First, the Problem of Value Operationalization and Quantification. Ethical
values such as “fairness,” “privacy,” “autonomy,” and “security” are inherently
abstract, qualitative, and highly context-dependent. The primary task of
EtEn is to provide engineers with a set of methods to transform these “soft”
values into “hard” technical parameters that can be understood, encoded,
measured, tested, and optimized. This translation poses significant chal-
lenges, as illustrated by the concept of “fairness” the field of algorithms
offers dozens of mathematical definitions, such as statistical parity, equality
of opportunity, and individual fairness, each carrying distinct philosophical
assumptions and legal implications. The critical question then becomes
which definition should be selected for a given context, and on what nor-
mative grounds? Similarly, operationalizing “privacy” requires designing
computable metrics, akin to a “loss function,” that can be balanced against
other optimization goals like accuracy and latency. These challenges are
further compounded when deploying technologies globally, where divergent
cultural norms and legal frameworks demand adaptable implementations
of core values.
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Second, the Problem of Ethical Emergence in Complex Systems. The eth-
ical issues of modern technological systems (e.g., smart cities, platform
ecosystems, the Internet of Things) are often emergent properties aris-
ing from the interactions among system components, rather than simple
summations of the attributes of individual algorithms or modules. This
leads to significant difficulties in prediction and governance (Brey, 2012).
A typical problem is “compound unfairness”: a fair recommendation algo-
rithm combined with a fair pricing algorithm may still produce systematic
price discrimination or service exclusion against a particular group across
the entire ecosystem. Such long-tail, cross-domain chain reactions cannot
be fully anticipated at the design stage. Therefore, EtEn must move be-
yond the moralization of single technologies and develop theories and tools
for system-level ethical simulation, real-time monitoring, and intervention.
How to build digital twin environments that can simulate complex human-
computer interactions to predict the ethical risks of technologies deployed
in society will be a key focus of future research.

Third, the Lack of Value Trade-off and Decision-Making Frameworks.
When fundamental conflicts arise between “accuracy” and “fairness,” “effi-
ciency” and “privacy,” or “safety” and “autonomy,” what framework should
engineers use to make decisions? This is essentially a value judgment, yet it
is an unavoidable daily issue in engineering practice. For example, to im-
prove the safety of an autonomous driving system (protecting pedestrians),
is it acceptable to sacrifice some passenger privacy (through more intensive
in-car monitoring)? Who should have the authority to make this decision?
The engineers, the company, regulators, or the public? EtEn cannot merely
provide a set of potentially conflicting tools; it must develop structured,
procedural frameworks for trade-offs and decision-making. This may include
consensus-based prioritization, public participation mechanisms based on
democratic deliberation, or clear legal rules. The absence of such frameworks
places engineers under tremendous moral and professional risk.

Fourth, the Challenge of Auditability and Accountability. Whether a system
is ethical cannot be determined solely by the developers’ self-certification; it
must be verified through independent, repeatable audits. However, there is
currently a lack of widely accepted algorithmic audit standards, tools, and
professional audit teams. Technical black boxes (especially deep learning
models) make auditing exceptionally difficult. EtEn must promote the de-
velopment of XAI tools and use them as the foundation for ethical audits.
Simultaneously, legal accountability needs clarification: When an accident
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occurs, how is responsibility allocated among designers, developers, deploy-
ers, users, and even the algorithm itself? Establishing a clear chain from
technical traceability to legal accountability is the institutional guarantee
for the implementation of EtEn.

Fifth, the Boundaries and Risks of Standardization. Standardization is
a cornerstone of engineering, yet the development of ethical standards
presents a distinct double-edged challenge. While providing crucial guidance
and stability for industry adoption, an overtly rigid or minimalist approach
to standardization risks fostering “checkbox-ticking compliance,” where
meeting minimum requirements becomes the endpoint, inadvertently stifling
moral imagination and superior ethical practices that exceed baseline norm.
To navigate this tension, EtEn must actively advocate for and contribute to
the design of dynamic, process-oriented standards. These should function
less as static checklists and more as evolving frameworks that mandate
continuous improvement.

Sizth, Cross-Cultural Global Governance Coordination. Technology is
borderless, whereas values are regional. The differing ideas of China, the US,
and Europe regarding data privacy, freedom of speech, and social governance
have led to divergent paths in technological governance. The development
of EtEn must confront the challenge of building global governance coordi-
nation. A completely fragmented governance system could lead to “ethical
protectionism” and “regulatory arbitrage” (i.e., developing and testing in
jurisdictions with the loosest standards), while imposing uniformity would
ignore legitimate cultural diversity. Therefore, the key challenge for the fu-
ture is how to form global consensus on core issues that prohibit a “race to
the bottom” (e. g., lethal autonomous weapons), while exploring cooperative
mechanisms like mutual recognition of certifications and cross-border data
flows in other areas, seeking minimal consensus based on respect for diversity.

Seventh, Advanced Al Alignment and the Risk of Ethical Loss of Control.
Facing the potential future emergence of superintelligence (AGI, Artificial
General Intelligence), EtEn encounters its ultimate challenge— the Align-
ment Problem: How to ensure that the ultimate goals of an Al system
far surpassing human capabilities remain fully aligned with humanity’s
complex, ambiguous, and dynamically evolving values? (Ji et al., 2023)
This goes far beyond the current scope of algorithmic fairness, involving
the internal modeling and calibration of motives, intentions, and values.
Failure could be existential. EtEn must begin to prospectively consider
these “long-term future” problems.
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Eighth, The Ethics of Ethical Engineering Itself. Finally, we must main-
tain critical reflection on EtEn itself. This powerful “hammer” could also
be misused. Who decides which ethics are to be “materialized”? Could
it become a tool of techno-authoritarianism, enabling social control and
value indoctrination through technological design under the guise of “being
good for you”? Therefore, the development process of EtEn itself must be
transparent, democratic, and responsible. It must incorporate a mechanism
for self-criticism and self-correction, remaining vigilant against the risks of
alienation it may introduce, and ensuring that it ultimately serves human
well-being and social prosperity, not the specific interests of any single group.

These eight key challenges are both severe tests and defining opportuni-
ties for EtEn. They necessitate the development of what may be termed
“hybrid knowledge,” a deeply integrated, interdisciplinary framework where
philosophers and ethicists clarify normative foundations, social scientists
map contextualized value interpretations, and engineers co-develop corre-
sponding formalisms and technical implementations— especially translating
abstract ethical principles into concrete technical realizations through algo-
rithmic formalization and system design. Only through such cross-boundary
concerted efforts can EtEn overcome its numerous obstacles and evolve from
a promising concept into a mature discipline and practical system capable
of reliably guiding the course of technological development and ensuring it
benefits humanity. The success of this endeavor concerns not only the fate
of one discipline but the future of us all.

5. CONCLUSION

The growing complexity and pervasiveness of emerging technologies under-
score the urgency of embedding values such as fairness, accountability, and
transparency into engineering practice. Yet significant challenges remain,
including a shortage of practical tools, limited interdisciplinary collabora-
tion, and underdeveloped methodologies for ethical evaluation. These gaps
highlight the need for a coordinated international effort to advance EtEn as
a novel engineering discipline. The transition from EnEt to EtEn represents
a necessary evolution in the governance of emerging technologies. While ed-
ucating ethical practitioners remains essential, it is no longer sufficient. This
shift demands systematic approaches that integrate ethical considerations
directly into technological design and development.

Al is central to this transformation. Tools such as XAI, ethics-embedded
algorithms, and predictive risk models enable the operationalization of
ethics, making governance more scalable and proactive. However, technical
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solutions alone cannot address persistent challenges such as value alignment
and algorithmic bias. A holistic approach is required— one that aligns with
Fisher’s (Fisher, 2019) concept of “socio-technical governance,” which merges
technical capabilities with robust social oversight, transcending purely tech-
nical or exclusively social models. Crucially, the vision of “using Al to
govern AI” must be implemented within a human-in-the-loop framework,
where automation augments rather than replaces democratic deliberation
and human judgement. Ultimately, the goal is to couple advanced techno-
logical tools with deepened democratic engagement, forming an adaptive
and reflective EtEn capable of addressing the ethical, legal, and social
implications of emerging technologies. This paradigm not only expands
practical pathways for implementing EnEt but also promotes responsible
innovation in the age of Al

It should be emphasized that EtEn is not a panacea but a socio-technical
approach whose success depends on addressing its limitations through con-
tinued technical refinement and robust human oversight, and that effective
EtEn depends on sustained collaboration among educators, researchers,
engineers, policymakers, and civil society. Philosophers and ethicists should
play a key role in propelling the development of ethical engineering rather
than remaining in an ivory tower of pure discourse. Only through shared
commitment and cross-sectoral dialogue can we ensure that technological
advancement serves humanity’s best interests, promoting not only economic
growth but also equity, dignity, and collective well-being for generations to
come.
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OT UHXXEHEPHOM 3TUKU K DTUYECKON UHXXEHEPUU

VCIIOAB30BAHUE VIV AAST VIIPABAEHUS
I[IEPCIIEKTUBHBIMY TEXHOAOTHUSMU

IMoayueno: 16.09.2025. PeniensupoBaHo: 11.11.2025. [IpuHSTO: 11.11.2025.

AnHoTanus: Otudeckas umxeHepust (OTVH) — 3T0 HOPMUPYIOMASCS AUCIUIANHA, IPEA-
CTaBASIIOAsT COOOM CMEHY IapaAUrMEL IO CPABHEHUIO C TPAAUIMOHHON MH>KEHEPHON ITUKON
(Ve3T). B oTAMYne OT MIOAXOAR, OPUEHTHPOBAHHOIO B IEPBYIO OYEPEAb Ha OBydeHNE OTAEAL-
HBIX CIIEIINAANCTOB, DTVIH CTaBUT IEABIO CUCTEMHOE BHEAPEHWE ITUIECKUX IIPUHITUIIOB B CAMY
CTPYKTYPY TEXHOAOTMIECKUX CUCTEM U IIPOLECCOB YIPaBAEHUS. B cTaTbhbe aHAAU3UPYETCS IIe-
pexoa oT VIHOT, oprmeHTHPOBaHHOM Ha OOydUeHUE CIENMAANCTOB HOPMATWBHBIM IIPUHIWIAM,
K Otl/H, paccMaTprBaromel 3TUKY KaK UH)XEHEPHYIO 3aAady CUCTEMHOIO YPOBHS, IIPEAIO-
AQTAOMIYI0 TPAHCASIVIO STUYECKUX IPUHIWIOB B UCIOAHSIEMBIE HHCTPYMEHTEI YIIPABACHUS.
B mccaepoBaHUM IIOAYEPKUBAETCS ABOMCTBEHHAsI poAb VIV Kak m OCHOBHO# obaacTu, Tpebyio-
el PEryAMPOBAHUS, U KAIOYEBOI'O CPEACTBA AAS €T0 PEAAM3AINY, & TaK)Ke aHAAUSUPYETCS
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€ro IOTEHIAaA AAST COBEPIIEHCTBOBAHUS STUYECKOTO YIIPABAEHUS YePe3 IIOBLIIIEHNE IPOBEPS-
€MOCTH aATOPUTMOB, IOAAEPKKY CAOKHOTO 3TUYECKOTO IPUHSITHS PEIIEHUN ¥ MK AUCIAIIAT-
HapHOe KOAAabopaTuBHOE yupaBaeHre. OAHOBPEMEHHO PACCMATPUBAIOTCSI TAKWUE BEI30BEL, KAK
obecIiedeHne COTAACOBAHUS IIeHHOCTEMN, CHUYKEHNE PUCKOB IPEAB3SITOCTH U OIIACHOCTH TEXHO-
AOTHYECKOTO PEAYKIMOHU3MA. PaboTa BEIAEASIET BOCEMBb KAIOUEBBIX IPOOAEMHEIX 0BAaCTeH,
POPMUPYIONIUX SIAPO NCCAEAOBATEABCKON TOBECTKY DTVIH, ¥ yTBEPXKAAET, ITO PA3BUTHE ITOH
AUCUAIAVHEL CAEAYET IOHUMATDh KaK KCIEPUMEHTAABHBIM, HTepaTuBHELM mpouecc. Chopmy-
AVPOBAHHBIA NapaAUTrMaAbHEIR CABUT HE TOABKO PACIIMPSIET IIPAKTUYECKUE BO3MOXXHOCTH
PeanM3aluy UHXEHEPHON TUKY, HO ¥ NPEAAATAET HOBBIE METOAOAOTUYECKUE PEIIEHUS AAST
STUYIECKOrO YIPABAECHUS Pa3BUBAIOIUMUCS TEXHOAOTUSME B 3moxy VU

KnaroueBble CAOBA: HHIKEHEPHASI 9TUKA, STUIECKAST WHIKEHEPHUST, ACKYCCTBEHHEIA HHTEANEKT
(IN), mepcreKTUBHEIE TEXHOAOTHH, [IEHHOCTHO-OPUEHTHPOBAHHOE IPOEKTUPOBAHNE, MOPAAL-
3UPYIOIINE TEXHOAOTUH.
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